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and may not reflect the current UI at your local campus. 
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1 Purpose 
This document provides North Carolina community college staff with the workflow needed to 
create and submit files containing College Information System (CIS) security data to the North 
Carolina Office of the State Auditor (OSA). 
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2 Requirements 
Each North Carolina community college is required to submit seven security files to the OSA for 
the evaluation of CIS access rights and privileges during audits. These security files should 
include data on or before the yearly deadline provided by the NC Community College System 
Annual Reporting Plan. 

Use the State Auditors Security Files (XAUS) form to compile required security data and create 
the requested files: 

• One file of data from /etc/passwd 

• One file of data from UT.OPERS 

• One file for each of the applications containing data from appl.SECLASS, where appl is 
each of the five applications in Colleague: UT, OPERS, CF, HR, and ST. 

Information included in the /etc/passwd file generated by XAUS includes: 

• All data in the /etc/passwd file 

Information included in the UT.OPERS file generated by XAUS includes: 

• Username 

• User’s name, e.g., first and last name, stored in UT.OPERS 

• Security classes assigned to the user 

Information included in each application security class file generated by XAUS includes: 

• Security Class ID 

• Security Class Description 

• Do Only These 

• Never Do These 

• Inquiry Only 

• Privileged 

Note: Colleague system administrators should ensure that the staff member who runs XAUS 
has been granted access to XAUS (in a UT security class) and read/write permission for 
the XAUS.DIRECTORY in /datatel/…/apphome. 
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3 Access the Auditor File Process 
The auditor file process is located under UT > System Office Custom – XSOM. 

 

 

Figure 3.1 – System Office Custom – XSOM 

 

The auditor file process may also be accessed directory via the quick access field at the top of 
the Colleague application. 

 

 

Figure 3.2 – Quick Access – Example 
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4 State Auditor Security Files (XAUS) 
Use the State Auditor Security Files (XAUS) form to generate the required files for the NC 
Office of the State Auditor and place them in the XAUS.DIRECTORY directory. 

 

 

Figure 4.1 – XAUS – State Auditor Security Files 

 

The following field descriptions are provided as guidance when using the XAUS form: 

• Security Classes > Generate File (Y/N)?: 

o UT: Enter Y to create the UT Security Classes file for the NC Office of the State 
Auditor; otherwise, enter N. 

o CORE: Enter Y to create the CORE Security Classes file for the NC Office of the 
State Auditor; otherwise, enter N. 

o CF: Enter Y to create the CF Security Classes file for the NC Office of the State 
Auditor; otherwise, enter N. 
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o HR: Enter Y to create the HR Security Classes file for the NC Office of the State 
Auditor; otherwise, enter N. 

o ST: Enter Y to create the ST Security Classes file for the NC Office of the State 
Auditor; otherwise, enter N. 

o UT.OPERS: Enter Y to create the UT.OPERS file for the NC Office of the State 
Auditor; otherwise, enter N. 

o /etc/passwd: Enter Y to create the /etc/passwd file for the NC Office of the State 
Auditor; otherwise, enter N. 

The files will be created in the XAUS.DIRECTORY directory. 

 



North Carolina Community College System CIS Security Reports – NC Office of the State 
Auditor (OSA) File Creation and Submission 

 

File Examples January 2024 Page 7 

 

5 File Examples 

5.1 File Example – Security Classes 

Figure 5.1 provides an example of the layout of an appl_SECURITY_CLASSES.csv file that is 
created: 

• Column headers are placed on the first row. 

• Rows are sorted by Security Class ID. 

 

 

Figure 5.1 – XAUS – CF_SECURITY_CLASSES.csv – File Example 

 

5.2 File Example – UT.OPERS 

Figure 5.2 provides an example of the layout of the UT_OPERS.csv file that is created: 

• Column headers are placed on the first row. 

• Rows are sorted by user ID, then by Security Class ID. 

 

 

Figure 5.2 – XAUS – UT_OPERS.csv – File Example 
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5.3 File Example – /etc/passwd 

Figure 5.3 provides an example of the layout of the passwd.csv file that is created. 

 

 

Figure 5.3 – XAUS – passwd.csv – File Example 
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6 Transmit the Files 
The CIS security files must be sent to the NC Office of the State Auditor. 

For more information regarding how to use the State Auditor’s ShareFile site, access the NCCCS 
Service Portal at https://ncccs.servicenowservices.com/sp and refer to KB0015212 – NC Office 
of the State Auditor (OSA) File Submission. 

 

https://ncccs.servicenowservices.com/sp
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